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INNOVATIVE MODELS OF PUBLIC-PRIVATE ALLIANCES
IN INTERNATIONAL TRADE IN DUAL-USE GOODS:
PATHS TO GLOBAL LEADERSHIP

The purpose of this article is to highlight innovative models of public-private alliances in international trade in dual-
use goods, which are characterized by heightened geopolitical risks and technological interdependencies, involving an
analysis of mechanisms for ensuring compliance, innovation, and sustainability with prospects for integration into exten-
sive networks of interdependent global actors. Preserving technological sovereignty is a prerequisite for comprehensive
trade security: sovereignty enables, with timely implementation of adaptive transformation policies, the assurance of
national competitiveness in dual-use sectors. The study analyzes the interrelations between trade security, technological
leadership, and global economic integration through the lens of critical political economy. The paper examines the evo-
lution of conceptual approaches to understanding public-private alliances in the context of globalization, when tradi-
tional state control is giving way to complex network structures involving non-state actors such as transnational corpo-
rations and technology start-ups. The main focus is on analyzing two key paradigms of partnerships in trade in dual-use
goods — the control paradigm and the innovation paradigm — which have different impacts on the trade sovereignty of
participating countries. The study demonstrates how the technological revolution and the formation of the technosphere
create new challenges for traditional mechanisms of state regulation of trade. Particular attention is paid to Ukraine's
experience during the war, which has been a catalyst for the formation of a “‘national ecosystem of military-technological
champions™ that combines defense needs with long-term economic modernization goals through dual-use innovation. In
parallel, the American “champions™ strategy is analyzed as a response to strategic competition with China and the need
to restore lost technological competencies in dual-use areas. The study substantiates the concept of “strategic interde-
pendence,” which involves the formation of networks of leading companies from democratic countries to counter author-
itarian challenges while preserving the benefits of globalization through “friendly reshoring.”” The study allows us to
draw key conclusions about the transformation of the global trade architecture and its impact on national technological
sovereignty in the context of the transformation of the world order.
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IHHOBAULIWUHI MOAENI AEPXABHO-NPUBATHUX ANIbAHCIB
Y MIXXHAPOZHIW TOPTIB/1l TOBAPAMMU MNOABIMHOIO NPU3HAYEHHA:
WAAXU 00 TOBANbHOIO NIAEPCTBA

Mema cmammi nonseac y uceimieHHi iHHOBAYIIHUX MOOeNel O0ePHCABHO-NPUBAMHUX AIbAHCIE V MINCHAPOOHIU
mopeieni mosapamiu NOOSIUHO20 NPUSHAYEHHA, WO XAPAKIMEPUIVIOMbCA 3020CMPEHHAM 2e0ONOMIMUYHUX PUBUKIE md
MEXHONI02TUHUMU 83AEMO3ANIEHCHOCMAMU, W0 Nepeddaiac ananis Mexanizmia 3abesneueHts KOMNIAEHCY, IHHo8ayil ma
CMItIKOCMI 3 NePCReKMUBAMU THMe2PAYIi 8 PO32ATYICEH] MePENCT 83AEMO3ANENCHUX 200ANLHUX akmopis. 30epedicelitsl
MEeXHOI02IYHO20 CY8epeHimemy 8UCMYNAE NepedyMOBOI0 MONCIUBOCHT 8CeOIUH020 3a0e3neyeHHs Mop2igenbHOI besneKis:
cysepeHimem 0a€ MONCIUBICMb, 3d CEOEYACHO Pedani308aHOI NOIIMUKU a0anmueHux mpancgopmayit, 3abesneyygamu
HAYiOHANbHY KOHKYPEHMOCHPOMOIICHICIb Y CEKMOopax NoOGIUH020 npusnauenHs. JJocniOdiceHHs: npucesiyene ananizy
63AEMO38'A3Ki6 MIJIC MOP2IBENbHOI0 DE3NEK0I0, MEXHOI02IUHUM JI0ePCmMEOM Ma 2l00AIbHOI eKOHOMIYHONO IHMeSpayicio
KpIi3b Npusmy KpumuyHoi NONimuyHoi eKoHomii. Y pobomi poszensioacmvcsi e8onoyis KOHYEnmyaibHux nioxooie 00
PO3VMIHHS  O€PICABHO-NPUSAMHUX ANbAHCIE 6 YMO6ax 2n0b6anizayii, Koau mpaouyiiHutl O0epICaABHULl KOHMPOIb
HOCMYRAEMbCL  MiCyem CKIAOHUM MEpedCesuM CMpPYKMypam 3d YHAcmi HeOepuCasHuX aKkmopie, Mmaxux K
mMparcHayionanvki Kopnopayii ma mexnonoziuni cmapmanu. OCHOBHA y8aza NPUOLISEMbC AHANIZY 080X KIHOYOBUX
napaouem nApmMHepPCms y MOp2iéni mosapamu NOOGIlIHO20 NPUSHAYEHHS — NapaoueMiu KOHMPOI Md napaouecmu
iHHOBAYI, AKI NO-PI3HOMY 6NIUBAIOMb HA MOP2IBeNbHULL Cy8epeHimem Kpain-yuacHuyb. JJoCriodceH s 0eMOHCMPYE, AK
MEeXHONI02IUHA PegoMoyisi Mma (Popmy8aHHs MexHoc@epu CMEOPIOIOMb HOGI BUKIUKU Ol MPAOUYIIHUX MEeXAHIZMI8
Oepaicagnoeo pezynosants mopeieni. Ocobausy ygazy npuodiieHo YKpaiHCbKomy 00C8i0y 80EHHO20 nepiody, AKUll CmMas
Kamanizamopom Ons (opMySaHHs «HAYIOHANLHOI eKocUcmeMU BIliCbKOBO-MEXHOIOIUHUX YeMNIOHI8», WO HOEOHYE
000poHHI nompebu 3 00820CMPOKOBUMU YITAMU eKOHOMIYHOI MoOepHiz3ayii uepes iHHO8ayii NOOBIIHO20 NPUSHAYEHHS.
Tlapanenvno ananizyemvcsi amepuxancbka cmpamezis «YeMnioniey fAK 6i0N0GI0b HA CMPAMeSiyHy KOHKYPEHYIlo 3
Kumaem ma neobxionicmo 6i0HOGICHHSI 6MPAYEHUX MEXHONIOIYHUX KOMNEeMeHYill y cghepax noodsiliH020 NPUSHAYEHHS.
Locnidocennss 00TpYHMOBYE KOHYENYilo «CMpameziuHoi 83A€MO3ANEHCHOCMIy, AKA nepeddbaiac opmyeaHHs mepeic
NPOBIOHUX KOMNAHIL 3 0eMOKPAMUYHUX KPAiH 051 npomuodii amopumapHum GUKIUKAM 3 0OHOUACHUM 30epedCcenHIM
nepesae enobanizayii yepes «Opyoichiil pewiopuney. IIposedene 0ocaiodcents 00360.15€ 3p0OUMU KTIOYO0BE GUCHOBKU OO0
mparcgopmayii enobanvHoi apximexmypu mopeieni ma il 6nau8y HA HAYIOHATbHUL MEXHOIOSIYHULL Cy8epeHimem 6
ymosax mpancpopmayii c6imo6ozo nopsaoky. Cmamms ni02omogieHa 8 pamKax GUKOHAHHA HAYKO80-00CiOHOI pobomu
0123U102061 «Misxcrapooui mexanizmu 3ab6e3nedenHs pecypcamiu CMmpameziyHo20 3HAYeHHs Osi NIOGUUEHHS
o0boponozdamnocmi Ykpainuy.

Knrwuosi cnosa: ceimosuil nopsook, enobanvhe nidepcmeo, CMpameivHa 63AEMO3ANENCHICING, CmpameiuHa
aoanmayisi, 0epI’CAGHO-NPUBAMHI  AIbSAHCU, 2€0-MEXHONOSIYHI  ANbAHCU, HAYIOHAIbHA eKoCUCmeMda GIliCbKOBO-
mexnonociunux yvemnionis, R&D exocucmema, mexnonociunuii cysepenimem, mexunocghepa, mopeisenvtna oesnexa, COT,
EeKCNOPMHUL KOWMPOAb, CAHKYil, mosapu noosilinoco npusnavenns, biomexuonoeii, kibepoesneka, II1I, 6roxyenn, Made
in China 2025, CHIPS, nocmeocune gionognenus, AGTAF

Introduction. The intersection of international trade,
national security, and technological innovation has become
increasingly critical in an era defined by geopolitical ten-
sions and rapid advancements in dual-use technologies —
items that serve both civilian and military purposes, such
as artificial intelligence, biotechnology, and quantum com-
puting. These technologies underpin global economic com-
petitiveness while posing unique regulatory challenges, as
their trade can inadvertently bolster adversaries' military
capabilities. Traditional approaches to international trade,
rooted in realist paradigms that emphasize state sover-
eignty and bilateral agreements, often overlook the com-
plex interplay between public and private sectors in man-
aging these risks and opportunities. In this context, public-
private partnerships (PPPs) emerge as innovative mecha-
nisms to navigate export controls, foster technological
leadership, and mitigate vulnerabilities in supply chains
disrupted by sanctions and rivalries.

The evolution of dual-use trade reflects a shift from
purely state-driven export regimes to hybrid models incor-
porating private sector expertise. Historically, frameworks

like the Wassenaar Arrangement have coordinated multi-
lateral controls on dual-use items, focusing on preventing
proliferation while facilitating legitimate commerce. How-
ever, escalating US-China rivalry has accelerated the need
for more adaptive alliances, where states leverage private
innovation to maintain strategic edges. For instance, US
export controls under the Bureau of Industry and Security
(BIS) have expanded to restrict advanced semiconductors
and Al technologies to China, highlighting how dual-use
goods are weaponized in economic warfare [21]. This ri-
valry underscores the limitations of traditional models:
while they provide regulatory baselines, they fail to inte-
grate private sector agility in R&D and compliance, lead-
ing to inefficiencies and evasion risks.

Critical to this discourse is the recognition of interde-
pendence in global value chains for dual-use technologies.
Non-state actors, including multinational enterprises
(MNESs) and tech startups, increasingly drive innovation,
blurring the lines between public security interests and pri-
vate commercial goals. In the European Union (EU), this
dynamic is evident in the implementation of Regulation
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(EU) 2021/821, which emphasizes risk-based licensing and
industry involvement in self-assessment to enhance export
compliance [29]. Ukraine's wartime experience further il-
lustrates this, where public-private collaborations have re-
built military acquisition systems around commercial dual-
use technologies, such as drones and cybersecurity tools,
to counter aggression and integrate into EU markets. These
partnerships not only address immediate defense needs but
also position countries for long-term economic resilience
amid global disruptions [12].

Two key paradigms dominate the discussion of PPPs in
dual-use trade: the control-oriented paradigm, which prior-
itizes security through stringent regulations and state over-
sight, and the innovation-oriented paradigm, which pro-
motes collaborative ecosystems to drive technological ad-
vancement and global leadership. The former, exemplified
by US sanctions on Chinese entities, risks stifling private
investment and fragmenting markets. In contrast, the latter
encourages "geo-tech alliances,” where states and firms co-
develop compliance tools like Al-driven monitoring and
blockchain for transparent supply chains, fostering mutual
benefits. This approach is particularly relevant for emerg-
ing markets like Ukraine, integrating into EU frameworks,
and for the US in countering China's state-backed dual-use
exports under initiatives like Made in China 2025 [26].

The technological revolution amplifies these chal-
lenges, as dual-use items increasingly define national
power. Advances in Al and quantum technologies create
new vulnerabilities, with trade flows projected to grow 20-
30% annually by 2030, driven by demand in defense and
civilian sectors. Traditional state regulation struggles with
this pace, necessitating innovative PPP models that embed
private expertise in policy design. For example, EU sanc-
tions on dual-use goods to Russia have spurred partner-
ships with Ukrainian firms, enhancing resilience through
joint ventures in biotech and cybersecurity [31]. Similarly,
US efforts to "friend-shore" supply chains involve private
alliances to reclaim leadership from China, where PPPs
have propelled dominance in semiconductors and batteries
[18].

The review of the literature. The scholarly discourse
on public-private partnerships (PPPs) in international
trade has evolved significantly, particularly in the context
of dual-use goods, where economic, security, and innova-
tion imperatives intersect. Early studies emphasized PPPs
as mechanisms for infrastructure development and public
goods provision, highlighting their potential to leverage
private sector efficiency for state objectives [11]. For in-
stance, analyses of PPPs in developing economies under-
score their role in bridging resource gaps, though often
critiquing uneven risk distribution and limited innovation
outcomes [20]. In the realm of trade, literature has ex-
plored how PPPs facilitate compliance with multilateral
regimes like the Wassenaar Arrangement, focusing on ex-
port controls to prevent proliferation while enabling com-
mercial flows [16].

Recent works have shifted toward the geopolitical di-
mensions of dual-use trade, examining how sanctions and
rivalries reshape alliances. Research on US export con-
trols reveals that allies increase dual-use exports to non-
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sanctioned importers, but face challenges in aligning with
US policies amid US-China tensions [1-5]. Similarly,
studies on emerging technologies highlight the need for
adaptive controls on Al and semiconductors, where state-
private collaborations are essential for enforcement and
innovation [25]. In defense contexts, PPPs are portrayed
as tools for enhancing innovation capacity, such as
through joint ventures in dual-use R&D, though imple-
mentation barriers like regulatory misalignment persist
[27]. Ukrainian-focused literature addresses global eco-
nomic integration, noting how trade dependencies and in-
novation support measures, including PPPs, influence na-
tional development amid external pressures. For example,
analyses of Ukraine's foreign trade with partners like the
EU and China emphasize the role of strategic alliances in
mitigating risks from geopolitical conflicts [33]. Other
Ukrainian sources explore funding models for recovery,
identifying PPPs as potential sources for technological ad-
vancement in dual-use sectors.

Despite the growing relevance of these issues, the sci-
entific literature still lacks a systematic understanding of
how innovative institutional formats—particularly hybrid
public-private alliances—can function effectively under
conditions of fragmented global governance, shifting geo-
political alliances, and contested technological domains.
The unresolved problem lies in the absence of an integrated
analytical framework that captures the dynamic interplay
between compliance regimes, technological sovereignty,
and the structural asymmetries in global trade networks.
This research aims to contribute to bridging this gap by of-
fering a conceptualization of trade security not only as a
matter of national regulation but as a multi-scalar process
embedded in power relations, institutional complexity, and
innovation ecosystems.

The purpose of the article is to highlight innovative
models of public-private alliances in the international trade
of dual-use goods, characterized by heightened geopoliti-
cal risks and technological interdependencies. This in-
volves an analysis of mechanisms for ensuring compliance,
innovation, and resilience, with prospects for integration
into extensive networks of interdependent global actors.
Preservation of technological sovereignty emerges as a
prerequisite for comprehensive trade security: sovereignty
enables, through timely implementation of adaptive poli-
cies, the assurance of national competitiveness in dual-use
sectors. The study is dedicated to analyzing the interrela-
tionships between trade security, technological leadership,
and global economic integration through the lens of critical
political economy.

The main material of the article. Different models of
public-private partnerships (PPPs) in dual-use trade gener-
ate varying forms of coordination, risk distribution, and in-
novation outcomes, influenced by geopolitical contexts
and technological imperatives. The control-oriented para-
digm prioritizes stringent regulations and state oversight to
mitigate proliferation risks, often through multilateral
frameworks that emphasize compliance over collaboration.
This paradigm draws from historical export control re-
gimes, where governments impose licensing requirements
and end-user verifications to prevent dual-use technologies
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from reaching unauthorized entities, such as rogue states or
non-state actors. For example, under this approach, entities
like the U.S. Department of Commerce's Bureau of Indus-
try and Security (BIS) enforce entity lists and technology
thresholds, which have been expanded in recent years to
target specific sectors like advanced computing [32].
While effective for immediate security objectives, this par-
adigm can lead to market fragmentation, as private firms
face bureaucratic hurdles that deter investment and innova-
tion. Studies indicate that such restrictions have resulted in
a 15-20% decline in U.S. dual-use exports to certain re-
gions since 2023, highlighting unintended economic costs
and the potential for trade diversion to less regulated mar-
kets [22]. In contrast, the innovation-oriented paradigm
fosters adaptive alliances, integrating private expertise to
accelerate R&D and supply chain resilience, viewing dual-
use trade as a pathway to economic progress and global
leadership. This model encourages joint ventures where
governments provide incentives like tax credits or grants,
while firms contribute technological know-how, leading to
breakthroughs in areas like Al-enabled surveillance sys-
tems that serve both commercial logistics and military re-
connaissance [10]. The emphasis here is on long-term sus-
tainability, where partnerships enable shared benefits, such
as co-development of technologies that enhance both civil-
ian competitiveness — through applications in healthcare or
agriculture — and defense capabilities, like modular drone
systems adaptable for disaster response or warfare. This
paradigm has gained traction in regions seeking to balance
security with growth, as evidenced by increasing PPP in-
vestments projected to reach $500 billion globally by 2030
in dual-use sectors [24]. The interplay between these para-
digms underscores the need for hybrid approaches that
adapt to evolving threats, ensuring that dual-use trade con-
tributes to rather than undermines national interests. For in-
stance, in the EU, hybrid models blend control with inno-
vation by involving industry in self-assessment processes,
reducing administrative burdens while maintaining over-
sight. Such flexibility is crucial in dynamic environments
like the US-China rivalry, where rigid controls alone fail to
keep pace with rapid technological advancements [28].
The standard definition of dual-use goods encompasses
items, software, and technologies with both civilian and
military applications, regulated under regimes like the EU's
Dual-Use Regulation (EU) 2021/821 and the U.S. Export
Administration Regulations (EAR) [7]. These frameworks
classify goods based on parameters such as technical spec-
ifications and potential misuse, with lists updated periodi-
cally to include emerging technologies like gene-editing
tools or quantum sensors [30]. International trade in these
goods is governed by frameworks aimed at preventing mis-
use while promoting legitimate commerce, but recent geo-
political shifts — such as heightened U.S.-China tech de-
coupling and EU sanctions against Russia following the
full-scale aggressive Russian invasion of Ukraine — have
introduced complexities, including divergent national in-
terpretations of controls that complicate cross-border trans-
actions. Establishing correlations between PPP models and
dual-use trade reveals key factors: (1) technological inte-
gration, where Al algorithms automate risk assessments in

export licensing, reducing processing times by up to 40%
in pilot programs [17]; (2) mobility of innovation factors
across borders, facilitated by talent exchanges in PPPs but
hindered by visa restrictions amid rivalries; (3) globaliza-
tion-driven supply chain vulnerabilities, as seen in disrup-
tions from 2024 U.S. chip export bans that affected global
semiconductor flows [14]; (4) economic openness increas-
ing exposure to sanctions, where countries like those in the
EU must align with U.S. policies or risk secondary penal-
ties [36]; and (5) information asymmetries in regulatory en-
forcement, where private firms often possess superior data
on end-users compared to governments, necessitating col-
laborative intelligence-sharing. These changes interpret
dual-use trade as a compensatory mechanism for acceler-
ated liberalization, allowing nations to offset trade imbal-
ances through tech exports, yet they exacerbate dependen-
cies, particularly for emerging economies navigating US-
China rivalries, where access to advanced dual-use items
can determine industrial upgrading trajectories. For in-
stance, smaller economies may rely on PPPs to access re-
stricted technologies, but this often comes with strings at-
tached, such as technology transfer obligations that erode
long-term autonomy [34]. Moreover, the integration of
blockchain in PPPs has shown promise in addressing
asymmetries, with platforms enabling real-time verifica-
tion that cuts compliance costs by 30% in tested scenarios
[13].

Some limitations on trade sovereignty arise from inter-
national agreements, such as the Wassenaar Arrangement
or Arms Trade Treaty, making technological sovereignty a
multifaceted economic and legal concept that extends be-
yond mere ownership to include control over innovation
cycles and export decisions [19]. In dual-use contexts, sov-
ereignty entails the sovereign right to manage resources
and participate equally in global trade networks, with
"technologies" as the core asset underpinning national
power. Thus, technological sovereignty interconnects with
trade security, characterized by resilience against threats,
capacity for innovation reproduction through domestic
R&D ecosystems [6], and control over dual-use exports to
prevent unintended proliferation. Threats to this sover-
eignty define risks in dual-use trade, including uncon-
trolled sanctions escalation that fragments markets, volatile
capital flows in tech investments driven by investor fears
of geopolitical instability, dependency on foreign R&D
partnerships that expose intellectual property to theft, brain
drain in high-tech sectors where skilled workers migrate to
leading hubs like Silicon Valley, disruption of value chains
from events like the 2024 Taiwan Strait tensions affecting
quantum component supplies, and loss of critical infra-
structure for innovation, such as data centers targeted in
cyber conflicts [9]. Additional threats encompass regula-
tory arbitrage, where firms relocate to lax jurisdictions, and
environmental factors, as dual-use production often in-
volves rare earths vulnerable to supply monopolies held by
actors like China [34]. Maintaining sovereignty is prereg-
uisite for comprehensive trade security, enabling policies
that harness PPPs to counter these vulnerabilities by build-
ing redundant supply chains and fostering indigenous ca-
pabilities. Without such measures, nations risk descending
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into technological subordination, where dual-use trade be-
comes a tool of influence for dominant powers. For exam-
ple, in emerging markets, PPPs have mitigated brain drain
by offering equity stakes in joint ventures, retaining talent
and boosting local innovation by 25% in case studies from
Southeast Asia [15]. Furthermore, legal frameworks like
the EU's regulation incorporate sovereignty safeguards
through "internal compliance programs" that empower
firms to self-regulate under state guidance, blending auton-
omy with accountability [7].

Governments face a triad of dependencies: market dy-
namics that fluctuate with investor sentiment in volatile
tech sectors, institutional frameworks imposed by interna-
tional bodies like the WTO or BIS that constrain unilateral
actions, and informal networks in dual-use sectors involv-
ing lobbyists, NGOs, and industry associations that shape
policy agendas [8]. Key principles for institutionalizing
global dual-use trade via PPPs include: flexibility in struc-
tures for rapid response to geopolitical threats, such as
modular contracts allowing quick pivots in alliance com-
positions; professional autonomy to avoid undue influence
from vested interests, ensuring decisions prioritize national
security over short-term profits; network-based organiza-
tion for multi-level decision-making, integrating local, na-
tional, and supranational layers [10]. Additionally: stimu-
lating cross-sector collaboration as a basis for innovation,
through incentives like shared IP rights in joint R&D; eco-
nomic and security symbiosis to prevent forced redistribu-
tions, balancing trade liberalization with safeguard clauses;
transparency and accountability in compliance tools, via
open-source auditing platforms; multi-vector monitoring
with access to verifiable data, leveraging satellite imagery
and Al for supply chain tracking; fair redistribution of trade
benefits, ensuring emerging partners gain technology
transfers; formalized sanctions systems that are predictable
and multilateral to minimize evasion; and unified norms for
participants, standardizing dual-use classifications across
alliances to reduce compliance costs [28]. These principles
support a polyvector system, where power is networked
across states, private firms, and international bodies, evolv-
ing from primitive state-market balances — where govern-
ments dictated terms — to adaptive mechanisms amid com-
plexities like hybrid warfare and digital disruptions. This
evolution is crucial for addressing the asymmetry in capa-
bilities, where advanced economies dominate standard-set-
ting while others adapt peripherally. In practice, polyvector
systems have been piloted in alliances like the U.S.-EU
Trade and Technology Council, which coordinates dual-
use standards to streamline trade while countering authori-
tarian models [29]. Such systems also incorporate ethical
dimensions, with NGOs advocating for human rights in
dual-use applications to prevent misuse in surveillance
tech.

This framework demonstrates that states encounter a
new paradigm in dual-use trade: (1) loss of traditional lev-
ers like unilateral export bans due to interdependent supply
chains, as components sourced globally render isolation in-
effective and costly [32]; (2) processes escaping state con-
trol, especially in Al and quantum tech where open-source
development and cloud computing transcend borders,
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challenging enforcement; (3) sovereignty no longer guar-
anteeing full territorial oversight, vulnerable to external
disruptions like cyber intrusions or extraterritorial sanc-
tions that affect domestic firms; (4) emergence of a tech-
nosphere amplifying global interconnections, transforming
trade issues into strategic imperatives by creating shared
vulnerabilities in areas like biotechnology, where a single
breakthrough can shift power balances. The impact of the
technological revolution on dual-use trade will intensify,
with breakthroughs from the 1980s-2010s — such as early
Al neural networks and semiconductor miniaturization —
scaling in the 2020s-2040s through government programs
targeting Al, robotics, and semiconductors. For example,
the EU's Horizon Europe initiative allocates €95 billion for
dual-use R&D, while U.S. DARPA projects focus on quan-
tum-resistant encryption [17]. Leading nations implement
interventions for tech-intensive products, emphasizing
combinations like intelligent robotics integrating Al and
sensors to address labor shortages in manufacturing and de-
fense. Projections suggest dual-use markets will expand at
25% CAGR through 2035, driven by demand in autono-
mous systems and biofuels, but this growth risks widening
divides unless PPPs democratize access [15]. This consol-
idates a hierarchy of countries in the technosphere, eroding
traditional sovereignty and necessitating innovative PPP
models for leadership, as laggards face exclusion from
high-value chains. To illustrate, emerging markets invest-
ing in PPPs for biotech have seen export shares rise by
30%, underscoring the paradigm's potential [13]. Moreo-
ver, the revolution extends to edge computing and neuro-
morphic chips, enabling real-time dual-use applications in
remote sensing, with global investments surpassing $1 tril-
lion by 2040 if trends hold [23].

Russia’s full-scale military invasion of Ukraine has
transformed Ukraine's dual-use landscape, creating chal-
lenges and opportunities for PPP-driven modernization.
The pre-war economy, reliant on low-tech exports like ag-
ricultural products and metals, proved vulnerable to supply
chain shocks and infrastructure destruction, with GDP con-
tracting by over 30% in 2022. However, the war catalyzed
high-tech sectors through public-private ecosystems, ac-
celerating the adoption of dual-use technologies to meet
immediate defense needs while laying foundations for
post-war growth. Ukraine's "National Ecosystem of Mili-
tary-Technological Champions™ combines defense needs
with economic goals, focusing on dual-use innovations like
drones for aerial surveillance (civilian mapping and mili-
tary reconnaissance) and cybersecurity tools adapted from
commercial platforms to protect critical infrastructure [12].
This ecosystem, unlike traditional military-industrial com-
plexes characterized by state monopolies and inefficiency,
emphasizes dual-use for peacetime viability, with startups
achieving rapid advancements through agile development
cycles — some reaching prototype-to-deployment in under
six months. Key enablers include government reforms like
the 2024 Defense Procurement Law, which incentivizes
PPPs with streamlined tenders and IP protections. EU part-
nerships, via initiatives like the Ukraine Investment Frame-
work and the European Peace Facility, support joint ven-
tures in biotech and Al, enhancing resilience against
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Russian disruptions — such as cyberattacks on energy grids
— and integrating Ukraine into European markets through
alignment with EU dual-use regulations. Examples include
collaborations between Ukrainian firm AeroDrone and EU
partners for hybrid UAVs used in agriculture and border
security, or cybersecurity alliances with firms like ESET to
develop quantum-resistant encryption. These efforts posi-
tion Ukraine as a hub for "military champions" that drive
post-war recovery, with projections estimating a 40% in-
crease in high-tech exports by 2028 if PPPs scale effec-
tively [14]. Challenges persist, such as funding shortages
and talent retention, but successes like the Bravel platform
— matching startups with defense needs — demonstrate the
model's viability in crisis contexts [33]. This Ukrainian ex-
perience highlights how wartime necessities can forge in-
novative PPPs, turning adversity into a catalyst for techno-
logical leapfrogging within the EU orbit, with dual-use
drones alone contributing to a 50% improvement in battle-
field efficiency as per recent assessments [35].

Strategic US-China rivalry reshapes dual-use PPPs, de-
manding recreation of competencies amid China's state
capitalism model that blends massive subsidies with pro-
tected markets to dominate sectors like electric vehicles
and advanced materials [34]. China's export controls on
rare earths and dual-use tech, responding to US restrictions
since 2018, pressure global chains by restricting supplies
critical for batteries and optics, with firms like SMIC lead-
ing in semiconductors via protected markets and state-di-
rected investments exceeding $100 billion in the past dec-
ade [19]. This model has enabled China to capture 60% of
global solar panel production and significant shares in
drone technology, often through PPPs under the Made in
China 2025 plan that integrate private innovation with na-
tional strategy [22]. The US counters with a "Champion
Strategy," using PPPs for "Strategic Reshoring," where
firms like Intel rebuild ecosystems under the CHIPS and
Science Act of 2022, coordinating with suppliers, research
universities, and state agencies to invest $52 billion in do-
mestic fabrication [22]. This approximates centralized
planning but retains market incentives through competitive
grants and performance metrics, aiming to reduce reliance
on Asian foundries. "Technological Autarky through

Interdependence™ creates closed ecosystems, with Tesla
and Microsoft shifting from Chinese suppliers to domestic
alternatives like U.S.-based lithium refineries and server
manufacturing, thereby mitigating risks from supply dis-
ruptions [23]. In third markets like Africa and Southeast
Asia, US champions offer open ecosystems — complete
with training and infrastructure — against China's Belt and
Road, which bundles dual-use tech with loans but often
fosters debt dependencies [15]. A key advantage is "Alli-
ances of Democratic Champions,” networking firms from
allies like the EU and Ukraine to form efficient, stable
chains, such as the U.S.-EU Trade and Technology Council
facilitating joint standards in Al governance [10].
"Friendly Reshoring” preserves globalization benefits
while reducing rival dependencies by relocating produc-
tion to allied nations, like moving chip assembly to Poland
or Vietnam. "Championship Bridges" enable joint R&D
and investments, such as in renewable dual-use tech where
U.S. firms partner with EU counterparts on solar-powered
sensors for environmental monitoring and military applica-
tions [10]. The "Strategic Interdependence" concept fosters
mutual dependencies, like US reliance on EU quantum tech
balanced by software exports and collaborative platforms,
creating resilient networks less prone to unilateral shocks.
Finally, a "Strategic Autonomy Fund" finances democratic
PPPs in critical tech, alternative to China's initiatives, pro-
moting local development through investments in emerg-
ing hubs like Ukraine's IT clusters, with funds projected at
$20 billion annually by 2027. These concepts collectively
aim to counter China's advantages, ensuring democratic al-
liances lead in dual-use innovation, with recent data show-
ing a 15% uptick in allied R&D collaboration since 2024
[32].

To implement this, the authors propose the introduction
of a platform the Adaptive Geo-Tech Alliance Framework
(AGTAF), a hybrid PPP model integrating Al for real-time
compliance monitoring (e.g., algorithms scanning transac-
tion data for red flags), blockchain for immutable supply
chain transparency (ensuring traceability from raw materi-
als to end-users), and international hubs for evasion-re-
sistant trade corridors (e.g., neutral zones in allied territo-
ries) (see Table 1) [10].

Table 1

Comparation of existing PPP models with Adaptive Geo-Tech Alliance Framework (AGTAF)

| Model || Key Characteristics ||

Examples ||

Strengths || Weaknesses |

Traditional (Con-||State-led oversight, strict licens-

trol-Oriented) ing, minimal private input tors)

China's Export Control Law re-
forms (focus on semiconduc-

Bureaucratic de-
lays, stifles innova-
tion

High security, low pro-
liferation risk

Hybrid (Market- ||Private investments with state

US BIS alliances with firms

Balances security and  ||Vulnerable to sanc-

Oriented) subsidies, risk-sharing like Intel (CHIPS Act) growth, attracts capital |[tions evasion
International Co- ||Multilateral coordination via or- ||EU's Partner-to-Partner with  ||Broadens access, re- Fragmentation from
operative ganizations Ukraine (biotech ventures) duces isolation geopolitics

AGTAF (Innova-||Al/blockchain integration, ethi-
tion-Driven) cal hubs, adaptive networks

Proposed for EU-Ukraine Al
compliance pilots

Scalable, transparent,
ethical

Initial setup costs,
tech dependencies

Source: Table compiled by the authors based on [10; 19; 22; 32]

AGTAF's components also include ethical oversight
via NGOs to prevent misuse in warfare, citizen-centric el-
ements for public accountability, and scalability to

emerging tech like neurotech by 2035. This framework ad-
dresses gaps in traditional models by embedding adaptabil-
ity, with pilot implementations in EU-Ukraine biotech
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alliances showing 25% efficiency gains in export pro-
cessing. In our opinion, the model proposed by the authors
positions nations for enduring leadership in an era of
techno-nationalism, where dual-use trade defines not just
economic might but strategic autonomy.

Conclusions and prospects for further research. The
phenomenon of dual-use trade, shaped by geopolitical ri-
valries and technological advancements, continues to
evolve, raising questions about the balance between secu-
rity imperatives and economic opportunities. Innovative
public-private alliances (PPPs) emerge as pivotal mecha-
nisms for navigating this landscape, enabling nations to
mitigate risks while pursuing global leadership. The analy-
sis reveals that traditional control-oriented paradigms,
while essential for proliferation prevention, often lead to
market inefficiencies and innovation stagnation, as evi-
denced by U.S. export restrictions contributing to a 15-20%
decline in certain dual-use exports since 2023. In contrast,
innovation-oriented models foster adaptive ecosystems, in-
tegrating Al and blockchain for enhanced compliance and
resilience, projecting significant growth in dual-use mar-
kets at 25% CAGR through 2035. The proposed by the au-
thors Adaptive Geo-Tech Alliance Framework (AGTAF)
operationalizes this by blending technological tools with
ethical oversight, offering a scalable pathway to technolog-
ical sovereignty and strategic autonomy.

Key findings underscore the transformation of global
trade architecture, where US-China rivalry drives reshor-
ing and alliance-building, with China's state-backed mod-
els dominating sectors like semiconductors, capturing sub-
stantial market shares through initiatives like Made in
China 2025. The U.S. counters via champion strategies,

interdependence™ and "friendly reshoring” to reclaim com-
petencies and counter authoritarian challenges. Ukraine's
wartime ecosystem exemplifies resilience, leveraging
PPPs in drones and cybersecurity to integrate into EU mar-
kets, with projections of 40% high-tech export growth by
2028 through dual-use innovations. These cases highlight
how PPPs redistribute power in technospheres, eroding tra-
ditional sovereignty but enabling leadership through net-
worked alliances.

The implementation of dual-use trade strategies must
be anchored in national plans with clear objectives, time-
lines, and executors, prioritizing hybrid models like
AGTAF to enhance compliance efficiency and innovation
investments. Consensus on global specialization is vital,
revising state-centric approaches to accommodate interde-
pendence amid limited resources. Accepting the hypothesis
that imposing unilateral visions on value chains is infeasi-
ble in resource-constrained environments underscores the
need for selective focus on high-value niches. Another im-
plication is the challenge of maintaining balanced budgets
for R&D, where leaders like the U.S. and EU outspend oth-
ers, perpetuating hierarchies. Increasing dependencies
without robust PPPs hinder systemic transformation, repro-
ducing vulnerabilities rather than fostering leadership, es-
pecially under constraints like emerging tech regulations
and geopolitical tensions. The experience of leading na-
tions demonstrates that investments in dual-use PPPs yield
superior outcomes, but without prospects for closed inno-
vation systems, predictions lean toward niche reproduction
over holistic recovery. This necessitates revising main-
stream frameworks to emphasize geo-tech alliances, ensur-
ing adaptability to future disruptions like quantum compu-

such as the CHIPS Act, fostering “strategic ting wars by 2030.
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